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# Key Group Mame: | keyaroupl

#* Key Prefic KEY

# Mumber of Keys: 10

# = Required Field

Server Files and Configuration Parameters

Auto Discovery of Tape Drives:
Current Working Directory: CAEKMYaui

# Audit File Mame and Path: audit/kms_audit.log
# Metadata File Mame and Path: metadataekm_metadata, sl
# Dirive Table File Mame and Path: | drivetable/ekm_drivetable. dt
# Keyp Groups File Mame and Path: keygroups/KepGroups.wml
# = Required Field

Server Keyp Store
# Key Stare File Mame and Path: | ERMEeyz.jck
# Key Store Pazzword: FEEREREEFSE
#+ Retype Key Store Pazsword: FEEREREEFSE
# = Required Field
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Tt EKM Canfiguration # Key Store Alias: EFMCert
Y alidity Period Days 1095
First and Last Mame: Empty

Organizational Unit Mame: | Empty

Organization M ame: DELL
City or Locality: Austin
State or Province: Teuas
Country: us

# = Required Field
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B ackup Critical Files

niot be able to restore wour EKM information.

Filzs to be Archived

K.ey Store File:

EKMEeyzjck

Audit File:
audit/kms_audit.log

Meta D ata File:
metadataekm_metadata.xml
Dirive T able File:
drivetable/ekm_drivetable.dt
Key Groups File:
keyaroups/KepGroups. kml

File Spstem Path used to backup critical files.
C:/EK M /qui/B ackupFilas:

[ Backup ][ Cancel

It iz critical that your EKM data be backed up. Once this infarmation iz lost, we will

[& 3. Backup Critical Files Pt
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# Password:
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# =FRequired Field

[& 4. User Login E I

EBRFE{EE 5/ H) Dell Encryption Key Manager {rlfilizs ©

a14m0250

6. 1E GUI BEa3r » #H Server Health Monitor ZKHfiZ Encryption Key Manager frliR#s 2R EH) o

SNfALEERREYELE 1P AT -



AT Encryption Key Manager GUI [JFRHI » Erdink grdnk [Malkashresa it ) #ERUR Encryption Key
Manager £ 1P {iik :

o MR FEMAIE T 1IPv6 (il > Encryption Key Manager FEFREZUSERR TP 7k -

o Y15 Encryption Key Manager [EMFEZUEZAE/E Linux &#fH » Encryption Key Manager fERIFEZ(Er
SRR AU EREATHE > AN EBRERIFRRY 1P R -

a. WUREHEIEREAMATERS IP (bl » GEFHUEISACE K= P IRATHE -
« {E Windows S#firH » BHE—{Ef5 % » #iA ipconfig °
o WN%JE Linux ° i A isconfig e

20T EKM SSL 18
a. FIAFEH1TE) Encryption Key Manager falflR#s ©
* {F£ Windows I > EEZS cd c:\ekm> IifZ— | startServer.bat
e {f Linux 5L HEE /var/ekm > Wil A startServer.sh
o iH2M Dell Encryption Key Manager (% F i) TEEE) ~ ST HEPHANT (BB B =0 ARES .
DIHUSGFEAIE A o
b. FIMFERTTAEE) CLI FF b -
« 1E Windows I > B+ cd c:\ekm» Uifz— T startClient.bat
« {E Linux &L BEE /var/ekm difii A startClient.sh
o FHZR Dell Encryption Key Manager (EHFMRr TREEHESITATA P o DIUSEEHERA -
c. {E Encryption Key Manager falllxés b » FIIJFH T oFE7 28 A CLI HF i ¢

login -ekmuser userID -ekmpassword password

He & ID = EKMAdmin $2%% = changeME (2@ RS o WIRIESLRis#E T HEVENS - 3
(s S B8 <)

RIEAN 1% - il LGRS ERBEIRNEA -
d. B A MIHETAGER] SSL 1

status
BR[O EMT « EIRESEHITE - TCP 18 : 3801 » SSL 1B : 443 -

AHAC I SSL ACE R » DUEE & e F ACHC I iy Je B BN 3t e H R o
e. fEFEDITEW < T A FoHE

exit

BRPATE T L5 o

& 2 : {[EAESHRERE Encryption Key Manager

S8 1. 1 JCEKS EigftzE
B - miEE e EYE Encryption Key Manager KA HHERMEZEAVEIA A% Encryption Key Manager
I <& a K BRI L RIE IR E R -

ST A B N IBRE MRS i o 1B KRG Encryption Key Manager fAlfllk#5E2 Encryption Key
Manager CLI F P Z )8 o b keytool f5-7 & @37 —{## JCEKS Ei@f#FE (% EKMKeys.jck)

5



A A8 ekmeert PRI KIS AEEEFIRLZ 88 o HISEENESUNRZ 5 & o &AM > Encryption Key
Manager frli#s < EALLE TEncryption Key Manager CLI H /=41 F1 [Encryption Key Manager {alflz
a8 1 ZTHIR BV LSEE o GERSPRE R A BUERE » NIRRT G AP BR AR I3 L TR -

keytool -keystore EKMKeys.jck -storetype jceks -genkey -alias ekmcert -keyAlg RSA -keysize 2048 -validity 1825

keytool $57 & &/ A A A RS E S (HHEFE 22181 Encryption Key Manager #%7l) © LUN2E
FELL A M [ FE

MEVEEAIRS 2 [RB7] : ekmcert

{TETEBRIIRES 11278 7 [REA] = EKM

IRPTESAVARE =% 2 [REA] : Dell

TETERIME SR REAE 7 [R8A] : Austin

TETERYIN/E (FR/mD) =8 2 [REF] : T

LLEEIAIERES (MESEE) 7310 2 [REA] : us

CN=ekmcert, OU=EKM, 0=Dell, L=Austin, ST=TX, C=US S&IFE? (FBEA "yes" X "no") :

A yes » IR1&f% Enter $# o

SR 2. EENIEEHR

g fEAEATREERIESET » AEW)RMBEH] keytool 4. 2Rl » ZH#IT updatePath Script K3 E IEMERIRIT

£ Windows £
HEE cd c:\ekm > F#Z— T updatePath.bat

£ Linux 8L
HEEE Jvar/ekm AEHA . ./updatePath.sh
Mgk : fi5cE ./ (RBSZERRA)BGFIN BRI ) Z21% > FHEE Linux Shell 5 LUELR Shell RESWHLE
Script °

#AHF] LTO JII » Encryption Key Manager TS TH5CAE L7 % St » U ELE (ML RETETE ARG (7R A -
keytool #Ea &AL 32 {1 256 (7Tl AES &8 » Ui BAFECMGEFEEEEE 3 Frd Iy SMGEFERET - 351
Encryption Key Manager H gk ITia (88 » DUETERL H #kh @ . S EhE B o 2400 S8l A
key000000000000000000 £ key00000000000000001f ¥
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